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Protecting our children is a priority

» hitps://youtu.be/bXHi8uYzclU



https://youtu.be/bXHf8uYzcIU




GAME TIME: What is Cyber Bullying?
A, B, C orD?




What is Cyber Bullying?

Defined as:
» “willful and repeated harm inflicted through the use
of computers, cell phones, and other electronic devices.”

» referring 1o Incidents where adolescents use technology
to harass, threaten, humiliate, or o’rherwme hcssle their
peers or others. | =




Cyber Bullying Statistics from 2019
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Where does cyberbullying commonly
occur?

Online:

Cyberbullying occurs across a variety of venues and mediums in cyberspace,

» In the early 2000s, many kids hung out in chat rooms, and as a result that is where most
harassment took place.

Social media:
Facebook, Instagram, Snapchat, TikTok/Musical.ly, Twitter,
Online Gaming with voice/text chat:

Roblox, League of Legends, Over watich, Player Unknown, Battlegrounds, Fortnite and
videosharing

Streaming sites:
YouTube, ShnapChat, Facebook live, Twitch, and Live.Me.
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https://youtu.be/iaA-BgpFNCQ

Negative effects that cyberbullying l
can have on a person:

Those who are targeted:

» Victims report feelings of Depression, sadness, anger, and
frustration.

» Some felt hurt both physically and mentally.
» Feeling scared me and effected my confidence.
» Feeling sick and worthless 1o others.

» Afraid or embarrassed to go to school (leading to
excessive absences).



Consequences of Cyberbullying l

Not a Rite of Passage

In most states, bullying and
cyberbullying are against school policy
and state law.

At school: Legally you may face Long-term implications:
® Not allowed to charges: ® It could limit your
certalnSciE Dl criminally charged ceriain scholarships
ol with harassment or or secure certain jobs
activities stalking

® Suspension



Charges Brought against a couple l
involved in Cyber bullying

» hitps://youtu.be/-5zvivIEEwg



https://youtu.be/-5zvlyIEEwg
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https://www.youtube.com/watch?v=d5b1XZAkTIk&feature=youtu.be

Sexting

*Sexting” refers 1o youth sending sexually explicit
messages or sexually explicit photos of themselves or
others to their peers. Today, many teens are using
cell phones, computers, web cams, digital cameras,
and/or certain video game systems to take and
distribute sexually explicit photographs of themselves
or others.

*NCMEC Net Smartz http://www.netsmartz411.org/NetSmartz411/KnowledgeDetail.aspx2id=401119




Grooming, what can happen?




Grooming:

Definition: the action by a pedophile of preparing a child
for a meeting, especially via an Internet chat room, with
the intention of committing a sexual offense.

Anyone can be a victim. Vulnerability is @ common
factor.

Often starts with a friendship.

Favors and promises are made o build trust.
Secrecy.

Difficult to distinguish from romance.




Social Media and Future Impacts: l

» Once something is sent out through internet it
can not be completely deleted or vanish.

» Think of your current Social Media you have....

» What personal information is on it and who has
access to 1t¢

» Future employers use this as a reference and
as your online resume





https://youtu.be/5P_0s1TYpJU

No Taking It Back!

Embarrassment
Humiliation

Loss of Relationships
Bullying
Objectification

Depression



Don’t Trip Over Your Digital Footprint
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digital footprint.

THATD BE GREAT

A status update of 140 characters is CIH |’r
takes to seriously offend others -
or damage your reputation.




See Something, Say Something~
Don’t Stand By

“Never believe a few caring people can’'t change the
World, for indeed those are who ever have”

~Margaret Mead

Just being there for someone can
sometimes bring hope when all
seems hopeless.

David G. Llewellyn
/
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Internet Safety:

jparents, carers and trusted adults with the lnlbnnaﬁon they need to hold an informed conversation about online safety with
lhcu;a on one Issue ofma which we isted adults should be aware of. Please visit www.nationalonlinesafety.com
guides, hnmsaml Ibslnl adults.

tNational Online Safety we believein

their children, should they feel hlsneeded. lsgu

National
Online
Safety

T questions to help you start a conversation
with your child about online safety .
HWakeUpWednesday P

Publish date: 07/11/18

Which apps/games are you
using at the moment?

N
M THIS WILL GWE YOU A 600D nvzmsw OF TlIE TVPES OF TIIINGS WIJR CIIILNIEN
ARE DOING ON THEIR DEVICES, ALONG REMEMBER T o
YNEV MDEHT NOT TELL YOU EVERYTHING YHEV ARE USIHE, SO1T IS A GOOD IDEA
TO ASH THEM TO SHOW "Ill THEIR DEVICE. BECAUSE NEW APPS AND GAMES AR!
RELEASED REGULARLY, IT IS IMPORTANT TO HAVE THIS CONVERSATION OFTEN Tl'l
ENSURE YOU ARE UP T0 DATE WITH WHAT THEY ARE DOING.

Which websites do ?‘ou
enjoy using and w

AS IN THE TIP ABOVE, ASHING THIS I]UES'I'IDI WILL ALLOW YOU TI'I FIND OUT WHAT YOUR
CIIlI.TD'IvS_II_)'IHIlE n'l"‘l'ilENE AND E

SHUVIA GENUINE INTEREST IN WHAT THEY ARE DOING. WHILST YOU ARE PLAYING A GAME OR USING AN
THEM, IT MIGHT HIGHLIGHT SIIHETHIIIG TIlAT THEY DON'T NECESSARILY THINH IS A
I’IIIBER 'rn THEM. IF THEY ACT LIKE THE; I'IDH ' TO SHARE THEIR ACTIVITIES WITH YOU,

ou have an
nline frien

TW|
SPECIFIC TI'I YOUR CHILD, FOR EXAMPLE: "HAVE YOU ANYONE DNLINE
Tlﬂl‘ YOU LIHE TO PLAY GAMES WITH?" THEY MAY NOT WANT TO SHARE THIS INFORMATION
'WITH YOU, SO ENSURE YOU TEACH THEM ABOUT HEALTHY RELATIONSHIPS.

ALTHOUGH YOU MAY BE THE ADULT THEY TRUST THE MOST. SOME CHILDREN STRUGGLE TO TALH
ABDUT WHAT HAPPENS ONLINE DUE TO CONFUSION OR EMBARRASSMENT. BECAUSE OF THIS THEY
MAY STRUGGLE TO APPROACH THE NORMAL PEIJPI.ETW'HII WOULD HELMUEH AS WURSELF llR A

TEMHEHnI'IeVE A CHAT TO YOUR CHILD

ABOUT EXACTLY WHERE THE!
Y CAN REPORT ANY ACTIVITY THAT THEY BELIEVE IS IHAFN'II'IFRMTE DIILIIIE

Do you know what your
personal information is?

L \N YOUR CHILD MAY ALREADY KNOW WHAT THEIR PERSONAL INFORMATION IS BUT
S THEY MIGHT NOT THINK ABOUT HOW IT CAN BE SHARED. HAVE l CONVERSATION
\ ABOUT WHAT PERSONAL IMATION IS AND HOW THIS CAN AFF|

INFORMATION SUCH AS TIIIS CAN SPREAD QUICHKLY ONLINE.
you know your limits?

CHILDREN MAY NOT UNDERSTAND THE NEGATIVE IMPACTS OF DEVICE OR GAME ADDICTION. TALH
T0 THEM IIFEHU AIWT IIEILTKY IMIITS AND ASH WHETHER OR NOT THEM SPENDING TIME
A GAME IS AFFECTING THEIR SLEEP, PERFORMANCE AT SCHODL OR IF THEY
ARE EIEIIILI.Y LDSIH G III IITIIEI ACTIVITIES. YOU MAY LI IRAGII
ALTERNATIVE ACTIVITIES AND DISCUSSING THE INTRODUCTION OF TIME LIMITS WHEN AT HOME.
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Top Tips for Parents ¢
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A whole school communify approach fo online safety

www.nationalonlinesafety.com P {]

Emall us ot hello@nationalontinesafety.com or call us on 0800 368 8061
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hitps://nationalonlinesafety.com

What Parents Need to Know

It’simportant to note that new challenges are arising on the internet all the time. We have created to this guide to raise awareness of the issue and offer
advice on helping parents to talk to their children about making safer dedisions online. See also our‘7 conversation starters’ guide for more tips on better

——l

‘communication with your child.

Momoisa s|n|ster chaIIen}e ‘that has bgn amundfor some time. It has recently resurfa:ed and

the

“suicide killer game; Momo has been heavily linked with apgs suchas Facebooig WhatsApp,
YouTube, and most recently (and most worrylngly) YouT

K|ds.11!e scarydoIHlke ﬁguve

reportedly

waking up at ranaom hours and has even been assoclated with self-harm. |

Ithas been reporhed

that the’Momo’figs

CHILDREN'S VIDEOS
BEING‘HIJACKED'

There have been recent reports that some
seemm? innocent videos on YouTube and
You u‘e Kids (such as ‘surprise eggs;
unboxing videos and Minecraft videos) have
been edited by unknown sources to include
violence provoking and/or other
inaj propriate content. Even though

YouTube monitor and remove videos that
include inappropriate content, clips can be
uploaded and viewed thousands of times
b! ore theyaet reported and removed. As a
parent, it’s difficult to spot these videos as
the harmful content doesn’t appear until
partway through the video.

Naﬂonar
Online

| IE) v Tokyo and unrelated to the'

DISTRESSING FOR
CHILDREN

Popular YouTubers and other accounts have
been uploading reaction videos, showing
their experience of the MOMO challenge.

Some of the videos include a disclosure
message warning that the content may be
"Inapproprlau or offensive to some
audiences”and that “viewer discretion is

advised” but these videos are still ea:
accessed by clicking ‘I understand and wish
to proceed’ The image of the ‘Momo’
character can be deeply distressing to
children and young people and it’s
important to note that it may slip through
parental settings and filters.

‘Momo’ challengeweare hearing about in the media.

dinanart galleryin

SUGGESTED VIDEOS S¢
ONYOUTUBE :

Video apps such as YouTube include an‘up
next’ feature which automatically starts
laying another video based on the video
r st watched. Due to YouTube’s algorithm,
users are shown ‘suggested videos’that they
may be interested in. The thumbnails used
on suggested videos are purposefully
created in a way to encourage viewers to
click them. Dunnﬁ our research, we found
that when watching one Momo related
video, we were shown countless other
Momo themed videos and other surr
content which would be asc—inappropr ate
for children under 18.

it

Safety

TELLTHEMIT’S NOT REAL

Just like any urban legend or horror story, the concept
can be quite frightening and distressing for young
people. Whilst this may seem obvious, it's important
for you to reiterate to your child that Momo is not a
real person and cannot directly harm them! Also, tell

your child to not go openly

DEVICE SETTINGS &
PARENTAL CONTROLS

Ensure that you set up parental controls for your
devices at home. This will help to restrict the types of
content that your child can view, as well as help you to
monitor their activity. In addition to this, it's vital that

online as it may only

you your device any gs to

BE PRESENT

It's important for you, as a parent or carer, to be
present while your children are online. This will give
You a greater understanding of what they are doing
on their devices, as well as providing you with the
opportunity to discuss, support and stop certain
activities that your child may be involved in. As the
h task become
also important to recognise any changes in your
«child’s behaviour.

TALKREGULARLY WITH
YOURCHILD

As well as monitoring your child's activity, it's
important for you discuss it with them too. Not onl
will this give you an understanding of their online
actions, but those honest and frequent conversations
will encourage your chid to feel confident to iscuss
issues and concerns they may have related tot
online worl

. J

child's pl
YouTube you can turn off’ sugges(ed o play on

REPORT &BLOCK

You can't always rely on parental controls to block
distressing o harmful mater
around a platform’s algo
e iy s of matarisl DES 4o this e
advise that you flag and report any material you
leem to be inappropriate or harmful as soon as
You come across it. You should also block the

videos to stop your child from
they have not directly selected.

PEER PRESSURE

Trends and viral challenges can be tempting for
children to take part in; no matter how dangerous or
scary they seem. Make sure you talk to your child
about how they shouldn't succomb to peer pressure
and do anything they are not comfortable with, online
or offline. If they are unsure, encourage them to talk to
You or another trusted adult.

REAL ORHOAX?

Asaparent tis natural to feel worrled about certaln
things you see online that may be harmful to your

child. However, not evert |ngynuseeonlmels(me
Check the validity of the source and be mindful of
‘what you share as it may only cause more worry.

& .

Viewing it. Also encourage your child to
record/screenshot any content they feel could be
malicious to provide evidence in order to escalate

the issue to the appropriate channels.

FURTHER SUPPORT

Speak to the safeguarding lead within your child's
school should you have any concerns regardin:
your child’s online activity or malicious content

that could affect
If your child sees something distressing, itis
important that they know where to go to seek help
who their trusted adults are. They could also
ontact Childline whers a trained counsallor

ill
listen to anything that's worrying them.
The Childline phone number is ’
08001111,

sounces;
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s yraming yramize ek 1465215

Facebook - /NationalOnlineSafety

Phone - 0800 368 8061




Online Bullying, Sexting and Online Grooming

What children need to know about

ONLINE
BULLVING

@ What is online bullying? ¥

ONLINE BULLYING — ALSO HNOWN AS
CYBERBI.II.I.YING IS BULLYING THAT

ES PLACE ON THE INTERNET
,. Dll VIA ELECTRONIC DEVICES AND

Why does it happen?

GOING ONLINE MAHES IT EASIER FOR PEOPLE TD SAY AND D0
THINGS THEY PROBABLY WOULDN'T DO FACE TO FACE. DNLINE
BULLIES DON'T GET TO SEE THEIR VICTIMS' REACTIONS IN
REAL LIFE, SO THIS CAN COCODN TIEM rnm 'I'IE I!EAL
IIAHAE THAT THEY ARE DOING. QUITE

CAUSE THEY ARE GOING THROUGH SMETHIIIG DIFFIBlI.T
TIEMSEI.VIES AND TAHING IT DUT ON OTHERS IS THE ONLY WAY
THEY KNOW HOW TO GET CONTROL OF THEIR OWN EMOTIONS.

sexual
with

who can
, tends to use

ITISILLEGALTOTAKE,
MAKE OR SHARE AN
INDECENT IMAGE OR o

VIDEO OF A CHILD UNDER
M\ THE AGE OF 18- EVENIF

)

of time - from a few days to several years.

arenfs need fo owabo

EGROOMING

MOBILE PHONES. IT CAN INCLUDE:

1 SENDING SOMEONE MEAN OR
THREATENING EMAILS, DIRECT

ONLINE:

HESEALES Ok TEXT MEoSREEs e NyMeEs oF Groown wpmenare | sroomnecararpeNmApDLY,
2 HACHING INTO SOMEONE'S 'WRONG, BUT In April 2017, 8 new government law came into force in Groomers use psychological tricks and methods to try and process of manipulating a person to a point where they
@ | *r e oot | s oo i o | iy e o e o o
= it In iy ‘easier to m: te. In of o ial victi rapid, with analysis of chat logs aling that it can take
3, BEING RUDE OR MEAN TO » erevere0apolie oo otancsowrus | reduosave ity s pps s thtore | Wit 18 mints o somepredstr o aange o mest
2 SUMEDHE WHEN PLAYING communication with a child - a figure 50 per cent higher ‘popular with children and young people. Groomers can their victim. The fastest predators used sophisticated,
than experts expected in the first year. use a'scattergun’ approach to find victims, contacting persuasive, language-based strategies to rapidly build
ONLINE GAMES ALL AT hundreds online to increase their chance of success. trust,including the use of small talk and praise which
CHILDREN ARE ATRISK quickly escalated into requests for sexual messages.
4 POSTING PRIVATE OR According to 8 2018 NSPCC report, a LIVE STREAMING CONCERNS G RCHILD
* EMBARRASSING PHOTOS ONLINE uarterof young people have. Predators may use live video to target children in ANYONE CAN GROOM YOU
OR SENDING THEM TO OTHERS BREAKINGTHE LAW REGRETTINGTHEIR a0 adult who they don't know in reallfe real-time using tricks, dares or built-n gifts to Many people expect groomers to be adults posing a3
" o ACTIONS el st bl 0 ity Sralatoldslontlotadindin
5, CREATING FAHE SOCIAL MEDIA o S s e sy Although some children are . money for performing sexualacts. Social madia channals, | identity deception (around age,location and appearance)
- ACCOUNTS THAT MOCH SOMEONE the Criminal Justice Act (1988), and under Saction 67 of uncomfortable. One in 10 girls and one in 20 boys under such as YouTube, Facebook, Instagram and Snapchat, all is fairly low. TR s B e e
@ nn Tnlc" THEM msennux(nmb:n(zolzlﬁxﬂnz ovm“:lh :md n'e'd the age of 13 said they had received unwanted sexual have live streaming capabilities, but there are many apps. honaty e s ooy
sexual ima tween Jren is sti even | messages. which children can use to live stream, includis nesty can be more damaging to'
EXCLUDING SOMEONE FROM AN Who do | tel? e ol = h S oo i Mao L Yoohs s ey et more hai o fue a5 W they ore i rel rlationshl
Comiactimintld your (mldmay feel ashamed, o i)
6 QNLNE CONERSITIONOR, | YOUR OW. TALA TO N ADULT Tk YOUTRUST <o THINKITS S SHARING Nati |
: n PARENT. GUARDIN, R TEACHER, MIST WEBSITES, W o o o i 5 o o ko i a I.Iona O
= = ‘Sexting’ was i
. HOBILE APPS LET YOU REPORY AND BLOCH PEOPLE : informat S e Online
L) - praprey 2 ok
s5et 'WHO ARE BOTHERING YOU. YOU COULD ALSO CONTACT L o < a
A e, the need for people to get help. it being archived and repeatedly shared.
ot CHILDLINE (WWW.CHILDLINE.ORG.UH), WHERE A o ki L
g THAT'S WORRYNG Y0U-- YOU DON'T EVEN HAVE T0 ey e S Qfety
L ¥ =
< BE K’ND ONUNE GIVE YOUR NAME. < @ IMSGOODTOTALK DISCUSS SAFE ONLINE BEHA\IIOUR LOOKOUT FORWARNING SIGNS A
5 1¥'s unlikely that you can stop Make it clear to your child that they should not accept friend |  Child safety experts have identified key grooming patterns
BEFORE PRESSING ‘SEND’ ON your child using the Internet, people they don y and advise parents to look out for:
BIIHIEIITS.nIuSﬂEm\’WRm:.ELF THESE 3 ekl sy e e St A

1, WHY AM 1 POSTING THIS?
2. WOULD | SAY THIS IN REAL LIFE?

3. B S T T e,

- onal | HouenismE o
gq}.lonql MAHE SURE YOUR PRIVACY .03
mmmmmwmmﬂm

#WakeUpWednesday

CCOMMUNICATION WITH THOSE SEIIﬂﬂ THE MESSAGES.
KEEP AWARE OF FAHE PROFILES AND INTERNET USERS
mrn:mmmmm

BLOCKING AND
STOPPING SEXTING

HAS YOUR CHILD RECEIVED A

SEXUAL IMAGE?

National
Online

A whole school community oach to online safety

activities, but you can talk to
your child on a regular basis
about what they do online. By
talking openly with them
about online relationships,
they can quickly ascertain the kind of behaviour whichis
Ask th y have
any online friends or if they play online games with people
they haven't met. This could

-

y
don't really know. Remind them that they should never
divulge personal information, such as mobile phone
numbers, addresses, passwords or name of their school.

DISCUSS HEALTHY RELATIONSHIPS

Talk to your child about what a healthy relationship looks
ke and

y
- Internetorsmartphone  + Having new items, such as

usage late at night. clothes or phones, which
+ Going to unusual placesto  they can't explain.

P .
have not heard of. anxious, depressed or

claim to be. Explain that groomers will pay your child
d

about the subject of grooming.

CHECK PRIVACY SETTINGS

In give your child 9

persor
information, such as hobbies and relationships. They may

admire how well they play an online game or how they look
in a photo. Groomers will also try and isolate a child from

peopl . such d friends, in order to

prow d

Shallihere your childis, remember that these could

».mmmaq. ncers tha yos A o oo thet

l and uni

BE SUPPORTIVE

Show your child that you will support them and make sure

with
B e Thes it ko Ih'y <an talk to you if

something they

« They ar cingy have aggressive.
cstngorevenbedwetting.  or gietiends,
HOW TO REPORT

M you're worried that your child is being
groomed online or sexually exploited, you can
@ report your concerns to the Child Exploitation
‘and Online Protection (CEOP) Safety Centre,
‘which is part of the National Crime Agency at
‘wwwceop police.uk/safety-centre. Reports are
read bya Child Protection Advisor who will
‘make contact by phone or email to work with
youto make a plan to keep your child safe. If
youthink a child isin immediate danger, call
the Police on 999 or NSPCC on 0808 800 5000,

www.natlonalonlmesafety com

or sexual comments.
4 v
" o e,

e do v 4

Safety

www.nationalonlinesafety.com

Twitter - @natol © National Online Safety Lid
kol b ol P

o oreet www.nationalonlinesafety.com



REMEMBER

et R NM Office of
Tipc YBER the Attorney
LINE Generdal
i erraill  505-717-3500
IF YOU SEE SOMETHING, SAY
SOMETHING




